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Users Adding new users

The Users section allows you to determine which
devices, device clusters and host computers each user
is permitted to access.

User Groups provide a simplified means to administer 5

4
\Z

To add a new user AN

1 On the Wizard.NET Manager menu bar, place your mouse pointer over Users and then
choose Add from the drop down list. The New User page will be displayed:

access riahts collectively to anv number of individual When all details have been completed for the new user, click the Submit Changes ( )
cers Wghere ecessar y one oyr rrleore User Gro ;can button. The details will be stored within the Wizard.NET database. Wizard.NET will
kl;e inéluded within oth%e'r User Grouns to createugta od then display the User Manager for the new user, from where it is possible to set up and E
. P 9 modify the access privileges of the new user. 9
layers of grouping. =
The Users menu provides access to the following Enter the name Enter and confirm Optionally enter a If the User Type is set to B
items: of the new user. the password for description for the Manager, select the initial page
’ the new user. new user. that the new user will see when

first logging into Wizard.NET.

GETTING
STARTED

Browse — Displays the User Browser page so that you
can see a list of all registered users, each showing
the name, user type and description. Click the
Manage button for the required user to see further
information.
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Search — Allows you to enter various criteria on which Determines the Choose the
i number of entries language in which
to SearCh for a partICU|ar user. Choose whether the new user will pOSSible in the thegW|zgardNET g
Add - Allows you to define the characteristics of a have access to all areas of Wizard. list of Targets menus, entry @ o
new user and add them to the list. QET (M:"agert)_” only to the Accessed Most labels, error Lg
. onnector section. Recently (visited messages, defined Z
Browse User Groups — Displays the. User Group host computers) values, etc. should S
Browser page so that you can see a list of all registered shown within the be presented to
user groups. Click the Manage button for the required Connector section. the user. -
user group to see further information and make -
changes. ) g
[63]
Search User Groups — Allows you to search for user E §
groups by name or description. gg
9
Add User Group — Allows you to create new user z
groups and to define the devices and hosts that they

should be permitted to access.
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Managing user entries
You can view and edit numerous details for any registered user.

Note: You cannot edit your own user entry while logged in (as yourself),

. . . The characters of
however, you can edit other user entries even when they are logged in.

the password are

not shown. You
To manage a user entry can change the

1 On the Wizard.NET Manager menu bar, place your mouse pointer password for the
over Users and then choose Browse from the drop down list. The user by overwriting
screen will show a list of all users registered within Wizard.NET. :2';‘ Se:;xliﬂc’ﬁgrfl';:
Where large numbers of users are registered within Wizard.NET, button). J
you can use the search facility to quickly locate a particular user.

2 Click the Manage button adjacent to the required user name to
display the User Manager page =

Devices Hosts Users Tools

Determines whether the user can see all areas (Manager) or just the Connector

Choose the
language in which
the Wizard.NET
menus, entry
labels, error
messages, defined
values, etc. should
be presented to

the user.

Hel

p Connector

Password: \

Confirm Password:

Indicates Optional Determines
which description which page
targets the for the user. the user will
user has see when
selected as they first log

“Favourites. in.

Logoff [admin]

Description: Initia'l system uéer— delete or cha
Alert Browser -

‘ There are no favourites.

Start Page:

Favourites:

Selected language: English -

Most-recent list size: 4 -

3 When all details in the upper section of the page have been User Type: Manager ~
completed, click the Submit Changes button. The details
will be stored within the Wizard.NET database.
Accessibl ets
Determines the number of entries possible in the list of Targets Accessed Most / Other Targets
Recently (visited host computers) shown within the Connector page. Showing 25 of 25
Accounting systems (Host Group)
alpha {(Host)
Beta (Host)

Computer 10-2 (Host)
Computer 11-2 (Host)

| | Computer 13-2 (Host)

This section allows you to control which targets this user can access. — | |Computer 14-2 (Host)
Computer 15-2 (Host)

To add a target: Click on the target name in the Computer 18-2 (Host)

Computer 2-1 (Host)

m n Page: 1 E

left hand box and click the ‘Add’ button.

To remove a target: Click on the target name in the
right hand box and click the ‘Remove’ button.

Note: To select more than one user or group to add or remove,
hold down the CTRLkey while clicking on each name. Filter:

If necessary, use the ‘Filter’ and ‘Sort order’ controls, plus the ‘Refresh’ button
to locate the required user(s) within a long list. The checkboxes allow you to
further refine the search to show only specific types of entries.

Devices /

Sort order:

Accessible Targets
Showing 0 of 0

<= Remove All |

AtoZ -
Clusters: [7]
Hosts:

Host Groups:

This section shows a summary of the targets to which this user is directly /

or indirectly permitted access. Indirect permission means via the user’s
membership of a user group or via a target’s membership of a host group.

Ok~ o E0O0O3

Effective List of Accessible Targets Hide effective

alpha (Host)
managers (User Group)
Beta (Host)
managers (User Group)
Computer 10-2 (Host)
managers (User Group)
Computer 11-2 (Host)
managers {(User Group)
Computer 13-2 (Host)
managers (User Group)

00~ -« ©E0O0O
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To search for a user
1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Users and then choose Search from the drop down list. The User Search
page will be displayed:

Devices Hosts  Users Tools Help Connector Logoff
User Search  userBrowser —§ay Click to show
a list of all
Usar registered
users.
Description:
Selected language: - Allows you
to search for
e users who have
a particular
language
() Search for entries with ANY of the above setting.
@ Search for entries with ALL of the above
Note:
) * can also be
Show entries that DONT match .
O used as a wildcard
character during
searches.

2 Asrequired, enter one or more search criteria for the user:
e The name of the user,
e The description of the user,
e The language used by the user.
3 Choose the search logic that you wish to apply:
¢ Include users that meet ANY of your search criteria,
¢ Include users that meet ALL of your search criteria,
e Show users that DON'T match your search criteria.

4 When all search criteria are in place, click the Search button. After a short
delay the User Search page will list all of the users that match your criteria.

5 Click the Manage button adjacent to the name of the user to view the User
Manager page.

User groups

User Groups provide a simplified means to administer access rights collectively to
any number of individual users. Where necessary, one or more User Groups can
be included within other User Groups to create staged layers of grouping.

To create a user group
1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Users and then choose Add User Group from the drop down list. The New
User Group page will be displayed:

Devices Hosts  Users Tools Help Connector Logoff

New User Group  user Group Browser [l

Name:

Description:

Submit Changes

2 Enter a name for the new user group and optionally provide a description.

3 Click the Submit Changes button to display the full User Group Manager
page &

Devices Hosts  Users Tools Help Connector Logoff

User Group Manager  User Group Browser

Name: Accounting

Description:

Submit Changes

Delete this User Group

Members of the Group

Other UsersiGroups

Showing 263 of 263
Account Operators (AD User Group) m
kb [ Add A= |
Administrator (AD User)
Administrators (AD User Group)

<= Remove All

O~ -+ ©E0O0O

See the next page for full details
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To create (and manage) a user group X

continued

N

Hosts  Users Tools Help Connector Logoff [admin]

4
N

VAN
User Group Manager  User Group Browser

Click to save any changes to the

Name or Description fields. B o Aecouniing —_—
Description:
- <)
Delete this User Group =
Q
Q
3
Use this section to determine which users Members of the Group ‘;
an_d/or user groups should be included within Other Users/Groups Members The ‘Effective List of
this user group. Showing 263 of 263 Showing 2 of 2 Members’ provides
Highlight one or more items within the left Account Operators (AD User Group) m accounts (AD User Group) a summary of users ; \
ghlig
hand box (hold down the CTRL key to select —__| |Admin (AD User) | AddAl = | admin (User) (not groups) who are
more than one item) - then click the Add " | Administrator (AD User} directly or indirectly va
button to transfer them to the right hand Administrators (AD User Group) e (via membership of Zu
box. another user group) E né
: . bers of this user &)
When the list of available users/user groups mem =
is long, use the filtering tools to reduce the K KB page: cao G & rae o aa group. After each user, i
unwanted items within the list. The filter box the groups of which
the user is a member

allows the list to be constrained by a wildcard Effective List of Members Hide effective members . S
are listed. To view

match (i.e. match the entered text except ‘*’ admin (User) ; ;
which matches zero or more characters). The Filter: * Accounting (User Group) _____— information for a user

i i i i —_ highlight the &
order in which the devices are displayed can : group, =)
Sortorder: AtoZ ~ .
also be selected. The checkboxes allow you to User Groups: | Manage | g}:ou%.name ?\;I\d click E,] %
further refine the search to show only specific ¥ the adjacent Manage Bz
types of entries LEEE o —— Bood button. §
. Page: 1

C' Refresh

. The ‘Effective List of

Accessible Targets A ible T . o
Use this section to determine which targets dai 2 AANEA ccessible Targets o
(devices, device clusters, hosts and/or host Shov:; ;:":f‘;’z C{S’:E:n zirfg; s provides a summary "3
groups) the members of this user group Y g rop—ry té ) [ Add=> | \pha (HosD g tht.hﬁ targe;s to £ E E

A ccounting systems (Rost Group, alpha (Hog which members O
should be permitted to access. — | |Beta(Host) Computer 10-2 (Host) this user group are %
Highlight one or more items within the left Computer 11-2 (Host) — directly or indirectly ©
hand box (hold down the CTRL key to select Computer 13-2 (Host) ; ;
han one item) - then click the Add Computer 142 (Hos [ =remove | (via the membership &<
more than one ftem) - then click the Computer 15-2 (Host) of another user group,
button to transfer them to the right hand Computer 16-2 (Host) or via a target’s Z
box. m n Page: 1 u m m u Page: 1 E u m membership of a host 1
When the list of available targets is long, use __| group) permitted E Q
the filtering tools to reduce the unwanted : ] access. After each E =
items within the list. The filter box allows the Effective List of Accessible Targets Hide effective = target, the groups to = g
list to be constrained by a wildcard match Filter: * alpha (Host) which the target is . ;
(i.e. match the entered text except ‘*' which B 7 - e -*-05'3“';2”3 {'3599{}@“3“'33 permitted are listed. =
2 omputer 10- 05 . . .

'rnatches zero or more chan:acters). The order Devices / Clusters: Accounting (User Group) To view information L J
in which the devices are displayed can also be Hosts: for a user group,
selected. The checkboxes allow you to further R S: - highlight the group
refine the search to show only specific types i ] name and click the
of entries. G KF Pae ! (CR >R

adjacent Manage 28




To manage a user group
1 On the Wizard.NET Manager menu bar, place your mouse pointer over

Hosts and then choose Browse User Groups from the drop down list. The

screen will show a list of all user groups registered within Wizard.NET:

Devices Hosts  Users Tools Help Connector Logoff

To search for a user group
1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Hosts and then choose Search User Groups from the drop down list. The
‘User Group Search’ page will be displayed:

Devices Hostzs  Users Tools Help Connector Logoff

User Group Browser [} 7|

Displayed 3 of 3 user groups.

Description

m Account Operators (AD) Members can administer domain user accounts
m Accounting I}
m accounts (AD)

F'age: [E T i Select All:

Delete - “

Where large numbers of user groups are registered within Wizard.NET, use
the User Group Search facility to quickly locate a particular user group =

2 Click the Manage button adjacent to the required user name to display the
User Group Manager page.

User Group Search  User Group Browser [

Name:

Description:

[ Sere | pote:

* can also be
used as a wildcard
character during
searches.

() Search for entries with ANY of the above
@ Search for entries with ALL ofthe above

[ show entries that DONT match

2 As required, enter one or both search criteria for the user group:
e The name of the user group,
e The description of the user group,
3 Choose the search logic that you wish to apply:
e Include user groups that meet ANY of your search criteria,
e Include user groups that meet ALL of your search criteria,
e Show user groups that DON'T match your search criteria.

4 When all search criteria are in place, click the Search button. After a short
delay the User Group Search page will list all of the user groups that match
your criteria.

5 Click the Manage button adjacent to the name of the required user group
to view the User Group Manager page.
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Tools

The Tools menu provides access to various items:

O S S —— Alerts — This options displays a complete list of all operational alerts that have been generated by the

Wizard.NET server in response to events and states which may require attention. Individual alerts are also presented within
the various relevant sections of Wizard.NET.

Logs — Allows you to define various criteria in order to search and display the complete status log or any part thereof. The
defined log can be viewed within the application or saved to a CSV file, as required. See Using Logs

Configure Wizard.NET - Displays the base configuration details for Wizard .NET (see below).

Alerts

Logs

Configure Wizard NET

Configure Workstation

Active Directory Configure Workstation — Allows you to install the VNC-URI client and/or the key authority certificate on the local computer
Firmware Upgrades (these options are normally only offered during initial configuration).

Device Auto-configuration Active Directory — Displays the Active Directory Import page to allow you to define links between Wizard.NET and an

Sacki i Resinre external directory server.

Licence Firmware Upgrades — Presents the list of upgrades contained in the firmware directory on the server which are applicable to

known devices on the system and allows the user to upgrade acquired devices. See Appendix 4.
Device Auto-configuration — Allows you to enable and adjust key settings within the device auto-configuration feature.

Backup & Restore — Allows you to restore database data from a backup file and to maintain backup files on the server or in
alternative locations, such as in a directory which is regularly backed-up to tape. See Appendix 3.

Licence — Displays licence and system information for the Wizard.NET server installation and allows you to add further
licences to the installation.

Time period (in minutes) of inactivity after which Wizard.NET will automatically logout for security purposes.

Devices Hostzs  Users Tools Help Connector Logoff

Determines the language that the system will use, unless over-ridden by user preference.
S liies d [See note below] Number of concurrent threads that can occur while searching for new devices.

Configurable parameter Number of lines displayed within list tables.

Auto-logout Timeout (fminutes) 120 chanp=

Interval (in seconds) for Wizard.NET to wait before updating availability icons on any Wizard.NET page.

Default Language English <hange
Mumber of Threads for Discovery 5 Thange [See note below] Time duration (in milliseconds) for which S3 credentials sent to a device are valid. When using S3
=) . —= authentication, the connection must be completed in this period or it will fail. Default value is 15,000 (15 seconds).
g S A Where SSH connection problems are encountered while using Serial CAM modules, this value may need to be
Connector Refresh Period (/seconds) 3 any increased to 20,000.
53 Timeout 15000 . . . o
) _— [See note below] The number of times SNMP (Simple Network Management Protocol) operations are retried in case
SNMP Retries 0 of failure. The default value of zero means never retry.
SNMP Timeout oo — N 0
S ess lba|pie s T o Change [See note below] Time duration (in milliseconds) to wait for a reply when using SNMP. If there is no reply in the
W —— - period, the operation is assumed to have failed. Default value is 1,500, i.e. 1.5 seconds.
Ticket Timeout (/seconds) 17 Change
Use 53 Yes This option allows the Wizard.NET manager to prevent the client logon checks from appearing on all client logon

screens. This means that individual clients won’t need to set cookies but also that the warnings won‘t appear on
PCs with incomplete client installations.

NOTE: You should not alter values described in red
unless requested to do so by technical support.

[See note below] Wizard.NET uses a Secure Ticketing mechanism to provide authorised access to hosts. Tickets are
issued by Wizard.NET and will remain valid for this time. See Appendix 1 for details about the Secure Ticket feature.

Offers an alternative authentication mechanism for devices which overcomes deficiencies in real time clocks.
Certain requirements must be met before S3 authentication can be used. See Appendix 2 for details.
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Active Directory Import

Wizard.NET can use the industry standard LDAP (Lightweight Directory Access
Protocol) to import user and user group information from an external directory
service, such as an Active Directory server. Additionally, Wizard.NET can use the
external directory service as a means of authenticating user access to hosts and
devices, and can also maintain synchronization with changes to the directory
service. Note: We recommend that you take reqular back-ups of certain folders
and files - please see Appendix 3: Backing up and restoring.

To access the Active Directory controls
1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Tools and then choose Active Directory from the drop down list. The
Active Directory Update page will be displayed. From this page you can
configure the main parameters that determine access to the external Active
Directory:

Tools Connector

Devices Hosts  Users Help Logoff

Active Directory Import [ 7 |

Import Status:

LDAP Server
Server IP address or name:  HQO-MGMT1
Server port: _
Use SSL7: [ (optional)
Base DN: DC=red,DC=local
Domain: red.local
Import options

Schedule automated imports

Clearthe display to defaultvalues

LDAP Binding

Bind as current user: @

Bind with user-name and password:

Submit Changes

Delete imported Active Directory Users and Groups

Import Now

2 When all details have been entered, click the Submit Changes button.

Using SSL (LDAPS and Windows)

When the ‘Use SSL’ option is selected, Wizard.NET requires that
your Domain Controller be set-up to use secure-LDAP [LDAPS].
Windows servers do not have this feature enabled by default.
For further details on this involved procedure, please refer to

Microsoft’s advice at http:/support.microsoft.com/kb/321051.

The ‘Import Status’ indicator shows the status of import from the directory service. A

grey box () shows that no import has yet been attempted. A red cross (Ed) indicates
that an import attempt has failed. A green tick (#) indicates that the most recent
import was successful. An orange ellipsis () indicates that an upload is in progress.

Enter the IP address or name of the LDAP server that holds the required directory
service.

Leave blank to use the standard port number of 389 or enter an alternative port
number.

Tick this only if the directory service is running as an LDAPS (secure) service (see above).

Specify the base Distinguished Name for the top level of the directory service
database from which you wish to import users and groups.

The domain specified here will be passed to the directory service to identify the users
and groups that you wish to import.

Click to configure which data will be used from the Active Directory. See next page.

Click to schedule repetitive updates at short intervals or over periods daily, weekly or
monthly, i.e. at the specified time every day.

Bind as Current User - With this option selected, Wizard.NET will use the credentials
of the machine on which the Wizard.NET service was installed as the means of
binding to the directory service. In most installations, where the Wizard.NET server
machine is registered with a directory service, this option should be sufficient.

Bind with username and password - If the ‘Bind as Current User’ option does not
work for any reason, select this option to specify a username and password that can
be used to bind to the external directory service. When selected, a user name and
password entry section will be displayed:

LDAP Binding
Bind as current user: O User name: | |
Bind with user-name and password: (%) Password: | |
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http://support.microsoft.com/kb/321051
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Active Directory Import Options

This page lists a summary of all folders found during a scan of the
registered Active Directory. It also allows you to specify which Users and
User Groups Wizard.NET should import and maintain synchronization
from the external Active Directory. This is done by specifying particular
Folders within the Active Directory from which to import Users and User
Groups, and further refining this with the use of LDAP Filters. When this
page is displayed for the first time, Wizard.NET will scan the external
Active Directory for folders and save/display what it finds.

To display this page, click the Import options link in the Active Directory
Update page. Note: The ‘Import options’ link is only displayed once valid
LDAP server details have been entered.
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WELCOME

Click here to refresh the list - Note: This will reinstate all available folders,
including any that were previously deleted from the Wizard.NET list.

|

Devices Hosts  Users Tools Help Connector Logoff [admin]

Each Filter field allows the specification of a subset of the entries in a particular
folder to be included in the update. Only entries which match a filter are
included. The filters require standard LDAP notation. A bad filter will cause the
filter to be shown with a red background. A modified row (including changes
to the Filter and Users and Groups selection) will show the filter with a blue
background until “Submit Changes” is clicked so that pending changes can be
seen.

Active Directory Import Options  Active Directory Import

GETTING
STARTED

LDAP URF: LDAP:#HQ-MGMT1/DC=red,DC=local

Folders  Re-scan AD for folders

Folder Users  Groups User Count Group Count The Users and Groups checkboxes allow you to decide whether users and/or

Ired_|0ca|fE|.ui|tir| groups respectively from the folders that match the corresponding filter are

- - updated.
Ired'locaw'ms‘m Exchange System Objects Within the User Count and Group Count, Wizard.NET will display how many

Users and Groups would be imported from this Folder.

- 17

1 -
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18 21

|red.ocalr 93 04 ) . .
The Check/Delete drop down box works in association with the check boxes that

are located directly above. You can use the ‘Select All’ option to include every
Check - folder.

|red.|0caIsters

EEEE
EEEE
Ooooag

¢ When ‘Check’ is selected, click the Go button to preview the results of an o
import procedure as determined by the folders that are selected. The preview o
results are presented in the User Count and Group Count columns and also in @ 5
Check Results the Check Results section in the lower portion of the screen. E %
e \When ‘Delete’ is selected, click the Go button to remove the folders that are V4
] ] . selected. Note: The delete option is provided to allow you to declutter the list 8
When all settings have been made, click Submit Changes. by removing folders that will never be used. Folders are not removed from the
For details about LDAP Filters, and their syntax, please refer to the Microsoft® Active Directory, only from Wizard. NET's list. The deleted folders can be re- —
. . . - . - o instated collectively (but not individually) by re-scanning the Active Directory
Active Directory documentation. Wizard.NET will pass the LDAP Filters specified for folders. Z
here to the Active Directory — this can be used to further refine the specific Users =§=
and User Groups to be imported from a particular folder. EE
[~
22
Z
- J
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Active Directory Synchronization

Using the Active Directory Import Schedule facility, you
can determine how often Wizard.NET should maintain
synchronization with the Active Directory. You can
specify separate synchronization intervals that range
from minutes to months, as appropriate. Once in action,
the schedule will re-import the Users and User Groups
from the specified Active Directory in order to ensure
consistency between its own database and that of the
external directory.

To create or edit an update schedule

1 Within the Active Directory Import page, click the
Schedule automated imports link.
If one or more import schedules already exist, they
will be listed. Either click the Edit... button to change
an existing schedule or click the Add... button to
create a new schedule. The page shown on the right
will be displayed.

If there are no existing schedules, the page will show
only an empty list and an Add... button.

2 When all changes have been made, click the Submit
Changes button.

Devices Hosts Users

Toolz

Help Connector

Logoff

New Schedule  Active Directory Import Schedules b
Click here to view the overall

Description:

\

Import Options

Short Interval
Daily

Weekly
Monthly

@ O @ 3

| —

Daily

Every day at: oo

00

Submit Changes

Short Interval

Every: 00 hour{s) 00  minute(s)
Weekly

Day: Monday -

At: oo 0o

Monthly

Date: 1 -

At: 00 00

list of import schedules

Enter/edit a description for this
import schedule

The timing box changes
depending upon the type
of import interval. Use the
appropriate box to specify
how often synchronization
should take place with the
external directory.
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Using logs
Wizard.NET provides a status logging system where messages generated by

all registered devices can be viewed centrally. This feature saves you having to
access each device individually.

4
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To view logs .
1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Tools and then choose Logs from the drop down list: §
Q
Devices Hosts Users Tools Help Connector Logoff 8
)
B
Logs Savethefiltered lous as a CSVfile 7]
Search Criteria
4~ 00 - 15 - - 05 ~ ——— Use the Date ranges to define a suitable time period
Date: from : to : % a
on 5~ September ~ 2011 ~ on 5 ~ September ~ 2011 ~ The device filter section can be used in two ways: EE
Device Filter:  from o ¢ Specify a range of IP address (‘from’ and ‘to’) to display logs from all E ﬁ
Message qualifying devices. S
Filter:

: ¢ Specify an IP address in the ‘from’ box only, using the wildcard character
Category: All Categories ~ *' to display logs from all devices within the range e.g. 192.168.*.42 will
display logs from addresses 192.168.0.42 to 192.168.255.42

Logs shown

— 20 - Use the Message Filter to specify the contents of the message (e.g. typing

‘accepted’ will match any message which contains “accepted”) Wildcard
characters can be used (e.g. ‘c*d’ will match terms such as ‘accepted’, ‘closed’,

| Search | 'ABCDF', etc.)

The category can be selected to match the category column.

-4
3
=K
=g
=

Use this control to limit the number of log entries per page (10 to 1000).

o

2 Use the various controls within the Search Criteria section in combination to o

narrow down the number of log entries to be displayed. =

3 Click the Search button. - %

In the resulting display screen, use the arrow buttons to move through ©
multiple page lists. : )

4 If required, click the ‘Save the filtered logs as a CSV file’ link at the top of -

the page to create a file that can be used independently of Wizard.NET for «Q

further analysis or reporting. E”::

. . . . . . ==
Depending on the browser version this may bring up a dialog box asking gno:
you to save the file or the browser may produce a textual display of the data L
(which can be saved and then opened later). =

-
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Device auto-configuration
Device auto-configuration is an optional feature within Wizard.NET that is

P
4

To enable device auto-configuration

designed to help administrators when adding new hardware to an existing
network installation. When enabled, device auto-configuration allows certain
supported KVM-over-IP units and power control devices to be automatically

. 'SR
|Ocated and vaU|red- Devices Hosts Users Tools Help Connector Logoff
Note: The successful use of auto-configuration depends upon the system running i
Wizard.NET being configured to have a couple of additional IP addresses (namely Device Auto-configuration [ §
- ; it o}
_792. 1 63. 1.23and 192.168.168.1 67_). These. can be configured during _the /n_/t/a/ KVM-over-IP Device Auto-configuration Parameters =
installation or can be added by running the installer program once aqgain (this S
does not overwrite the existing Wizard.NET installation). For assistance on doing o e | Value
this, please contact Black Box Technical Support. —_— = —
There are a number of requirements for the successful use of the device Name Template vy
auto-configuration feature: )=
) ) Default Password LTTTTY Y Z =
e The devices must use their factory default IP addresses: E g
e 192.168.1.42 for ServSwitch Wizard IP Plus units, Intelligent PDU (Power Control Device) Auto-configuration Parameters ‘s é
* 192.168.1.22 for all other Black Box KVM-over-IP units, G | Ty
e 192.168.168.168 for Black Box power control devices. Enable No
e The added device(s) must be within the same network segment as the Name Template PWR-
leard'NET Server. Default Password ssssssss

e The Wizard.NET server must be configured to have the additional IP
addresses 192.168.1.23 and 192.168.168.167 in order to directly
communicate with newly added devices (see note above). The address
192.168.1.23 is used to link with KVM devices while 192.168.168.167 is

used to communicate with Black Box power control devices. KVM-over-IP Device Auto-configuration Parameters
* When adding multiple devices, you should leave at least thirty seconds T — | N &
between linking each one to the network. This gives Wizard.NET time to : "3
locate and reconfigure each unit. o v ) Eg
) ) ) ) ) Name Template K- " k. Change Z
Provided all of the requirements listed above are met (and auto-configuration I 9
is enabled - see opposite), each new device will be automatically acquired '
by Wizard.NET and added to the list of devices. From there you can edit and _ _ o
configure the entry in the usual manner. As part of the auto-configuration 3 Click the adjacent Save button. z
process, Wizard.NET will enable DHCP on each device, in order for an 4 You are recommended to change the Default Password (used to gain access gﬂ”%
appropriate new IP address to be automatically assigned. to the located device). Also, if necessary, alter the Name Template (the prefix E§
Note: The feature works well for Wizard.NET servers operating on Windows XP. that will be added to the device when it is added to the list of devices within §§
However, for Wizard. NET servers running on Windows Vista or 7, it is important Wizard.NET). z
that the server itself does not use DHCP for its own IP address allocation.

1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Tools and then choose Device Auto-configuration from the drop down
list:

2 Within the appropriate device parameters section, click the Change button
for the Enable option and then change the setting to Yes.
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The Connector

The Wizard.NET Connector module provides access to all hosts, devices and
device clusters according to your access rights.

Accessing the Connector

To access the Connector module
The Connector is accessible in two main ways, either:

¢ Directly from the logon page if you are not authorised to view the
Wizard.NET Manager module, or
e From within the Manager module: Click the Connector option from the
Manager menu bar.
When you first enter the Connector module, you will see a list of available
targets for which you have access rights:

Browse  Search Preferences Help Manager Logoff

Once you've

Connection Browser [ B
finished

Favourites
Displayed 3 of 3 targets.

Name o

O ¢ 19218842\ 14
X cawa
;\( Computer 11-2

Description Location here.

KVMalP Device may click

Hostromcab+3  kwmolPHost @ B IIHE

interacting with
the Wizard.NET
server you should
log out by clicking

Manager users

“Manager” to
switch from the

Searching for hosts, devices or clusters

To search for a host, device or cluster
1 On the Wizard.NET Connector menu bar, choose the Search
option. The Connection Search page will be displayed:

Browse Search Preferences Help Manager Logoff
Connection Search  viewan [
Name:
Description:
Location:
Note:

3 * can also
() Search for entries with ANY of the above be used as
(@ Search for entries with ALL of the above a wildcard

character
[7] 3how entries that DONT match during
searches.

2 As required, enter one or more search criteria for the connection:

Connector module e The name of the host, device or cluster,
;‘:]’o“é'jl"‘:ger e The description of the host, device or cluster,
e The location of the host, device or cluster.
‘Connect’ or ‘SSH’ Column sort order Power control ] )
Click to link with the host.  Click a column heading to sort the list Where a device is linked to a 3 Choose the search logic that you wish to apply:
Opens either a VNC window according to the contents of that column power controller, use these o : o
(for a KVM connection) (a triangular arrow head will appear). entries to check status of the Include !tems that meet ANY of your search C‘rltelﬂa’
or a PuTTY window (fora  When the white arrow is pointing up, outlet: ¢ Include items that meet ALL of your search criteria,
secure serial connection via a the column is sorted alphabetically. Click On . , L
Console CAM) as appropriate  the same column heading once more to Off((%))', e Show items that DON'T match your search criteria.
to view/control the host. invert the arrow and change to reverse Partiallv on* or 4 \When all search criteria are in place, click the Search button.
. y on* (Q), p
alphabetic order. Unknown (@). After a short delay the search page will list all of the items that

And, if necessary, change
To return to the Manager module power states:

1 On the Wizard.NET Connector menu bar, choose the Manager  switch on ()
option. Note: If you’re not authorised to access it, the Manager  switch off ()
option will not appear on the menu bar. Power-cycle ([H)

match your criteria.

* shown for devices that have more than one power input, where one of the
power supplies is known to be on whilst the other is either off or unknown.
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Using hosts

To access a host, device or cluster
1 Locate the required host, device or cluster, either:
e Click the View All link,
e From your Favourites list,
e From the Targets Accessed Most Recently, or

e By using the search facility.

2 Click the Connect button adjacent to the required
host or device cluster entry. A new VNC window
will be opened to allow you to view the current
output of the selected host.

To add an item to your favourites list
1 Locate the required host, device
or cluster entry within the (I O CL (el

Connector page.
Mame N
2 Click the ¢ icon. g{h:) Jo—

e To remove a favourite: click
Ao
the ~<icon.

To view information about a host, device or cluster
1 Locate the required host, device ;
or cluster entry within the Displayed 1 of T targets.

Connector page.
2 C||Ck the iCOﬂ. %D /\\( Accounts

The screen will show information about the selected item:

Browse  Search Preferences Help Manager Logo ff
Connection Information [ B 7] /
d
Computer 112 B ¢ e QOE
Name: Computer 11-2
Type: KVMoIP Host
Description: Host extracted from Cati{+3
Location:
Connected to devices: Cati+3
PortHotkey: 1

Here you can view a summary of the item and/or connect to it. The
connection status is represented by the monitor icon:

Device is active, not in use and available for access,

Device appears to be offline,
No information is available about the status of this device.

0Ooea

Device is active, in use within “Shared” mode and can be accessed,

[Comect [ ssii

Click Connect/SSH
button to link with
the host. Opens either
a VNC window (for a
KVM connection) or a
PuTTY window (for a
secure serial connection
via a Console CAM) as
appropriate to view/
control the host.

Power control

Where a device is linked to a
power controller, use these
entries to check status of the
outlet:

On (@),

Off (@),

Partially on* (), or
Unknown (@).

And, if necessary, change
power states:

Switch on ()

Switch off ()

Power-cycle ([])

* shown for devices
that have more than
one power input,
where one of the
power supplies is
known to be on

Device is active, in use within “Private” mode and cannot be accessed, whilst the other

is either off or
unknown.
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Connector preferences

To access the Connector preferences
1 On the Wizard.NET Connector menu bar, choose the Preferences option.
The Preferences page will be displayed:

Browse Search Preferences Help Manager Logoff

Preferences |
Preference
Language to use for display English
Mumber of items in the Most Recently Accessed List 4

2 Click the Change button adjacent to the required option. The chosen
option will now allow you to alter its value:

Browse Search Preferences Help Manager Logoff

Preferences [ 7]

Preference
Language to use for display English

Mumber of items in the Most Recently Accessed List

3 Alter the value of the option and click the Change button to store it.
4 Select any other option from the menu bar to leave the Preferences page.
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Appendix 1 - What are Secure Tickets?
The Wizard.NET application has been created to achieve a sensible balance =
between usability, flexibility and security. It needs to provide a quick and easy 3 User’s VNC viewer uses §
method for registered users to access a wide range of host computers the ticket to automatically E
while maintaining complete enterprise-level security. One of authenticate to the KVM-over- B
the unigue solutions employed to make this possible is IP appliance.
the system of Secure Tickets. On request, Wizard. —

NET will issue a time-restricted access permission
to an eligible user, which permits KVM
connection to a specific host. Wizard.NET also
maintains a complete log of access attempts

so that an audit trail is always available.

4 A VNC session is
established that
provides access to

GETTING
STARTED

KVM-over-IP

the requested host : N
computer. device
- %
ost
PC =K
Bg
=
)
1 The user's VNC Viewer 2 Wizard.NET sends o
requests access to a a secure ticket back mg
specific host computer. to the user giving — T 2
timed access to the > fAI:lacltlvme; ar_eh_ =g
host computer. ully logged within S

Wizard.NET
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Appendix 2 - What are S3 connections?

Wizard.NET allows an alternative mechanism, called S3, to

be used for authenticating to devices. Using S3, Wizard.NET
contacts the device to inform it directly that the connection is
authorised and then passes matching credentials to the client’s
VNC viewer. The credentials time-out after a few seconds. This
has the following advantages:

e Unlike tickets, which (if the device’s clock can be set into
the past) can be re-used by an attacker, stale credentials can
never be used.

e Where there are clock synchronization problems, devices can
become inaccessible with all tickets being reported as out
of date. As this method is independent of clock setting, it is
immune to problems of this type.

However using S3 does require all firmware and software to be
up-to-date. All of the following are necessary:-

e \Wizard.NET 1.7 or later must be used.

e The devices must have firmware that supports S3, as listed
below:
S3 support within Black Box units

Device type First S3 version
ServSwitch Wizard IP Plus v2.1
ServSwitch CX Quad IP v1.11

Notes:

It is recommended that S3 is always used when managing
the above devices.

Connections can still be made with other devices, however,
tickets will always be used in place of S3.

e Client PCs must have Wizard.NET v1.7 or later VNC-URI
Client software. The Wizard.NET v1.6 (and earlier) VNC-URI
Client software will not work. It typically connects to the
device but without authentication so the user is prompted
for a password.

e The configuration parameter Use S3 within Wizard . NET
must be switched on. This is disabled by default due to an
incompatibility with v1.6 client-side software.

J 4 User's VNC viewer uses

the ticket to automatically
authenticate to the KVM-
over-IP appliance.

5 A VNC session is
established that
provides access to
the requested host
computer.

KVM-over-IP
device

Host
PC

3 Wizard.NET sends
S3 credentials back
to the user giving
timed access to the

J host computer.

6 All activities are
fully logged within
Wizard.NET

Connection
authorisation is
sent directly to
the device.

1 The user’s [ Wizard.NET J
VNC Viewer

requests access AJ_

to a specific host
computer. A
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Appendix 3 - Backing up and restoring

Wizard.NET performs an automatic daily database backup procedure and also
allows you to create additional backups on demand. You can restore any automatic
backup from the last seven days using a straightforward selection process.

To access the backup and restore controls
1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Tools and then choose Backup & Restore from the drop down list:

Devices Hostzs  Users Tools Help Connector Logo ff

Backup & Restore Manager 7]

Database Backup
Save current database to:  backup.20110905180053.1dif

Database Restore

Displayed 16 backups.

Backup file name

DB-Fri.ldif El
DB-Mon ldif El
DB-Sat Idif El
DB-Sun.ldif El
DB-Thu.Idif El
DB-Tue.Idif El
DB-Wed.Idif ]

Select Al ]

Delete ~

Backups
Wizard.NET copies its database every day, immediately after midnight. The
resulting backup files are named DB-Mon.Idif to DB-Sun.Idif respectively.

Additional backups can be made at any time by providing a destination file
name at ‘Save current database to’ and clicking the ‘Save’ button. The database
file name can be any valid file name. As such it is possible to save files on
different disks and on remote systems.

For example:

name.ldif saves a file in the backup directory of the

Wizard.NET server.

\documents\name.ldif saves file in the specified directory on server.

\\computer\directory\name.ldif saves file on a remote computer in specified
directory.

Wizard.NET does not maintain a list of manual backup files, it just provides
access to the default backups directory. As such, the last two examples above
are not directly accessible for the restore function and would need to be
manually copied into the backups directory before they could be used.

To enable a complete recovery of the server, it is also necessary to take a backup
of the server’s cryptographic keys. This is the complete contents of the directory

keys directory (typically \Program files\Wizard.NET\keys\). The cryptographic keys
do not change after installation so they do not require regular backing up.

Note that with these keys, it would be possible to control all of the devices
that have been acquired by the Wizard.NET server. You may wish to take
considerably greater care to ensure that these files do not fall into the wrong
hands, than you would take with the database backups.

continued
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Restore

The restore section of the page lists all the database backup files located within
in the ‘backups’ directory. Files located within sub-directories of the backup
directory are not shown in the page.

To restore a file, click the Restore button to the left of the file name. Note:
The restore action will overwrite the active database and can potentially cause
problems (see ‘Potential loss of admin access’ right). You will be asked to
confirm the action.

To delete a file, click the check-box to the right of the file name and then click
the ‘Go’ button (with Delete visible in the selection box). You will be asked to
confirm the action (which cannot be undone).

Disaster Recovery
To have all of the files necessary to recover your server to its current state you
need:

e The original installer application.

¢ The database file (typically C:\program files\Wizard.NET\db.Idif). It is always
called db.Idif, the directory may vary if you installed in a non-default
location.

¢ The cryptographic keys, these are all the files in the keys directory (typically
C:\program files\Wizard.NET\keys).

To fully recover an Wizard.NET installation, the following steps are necessary:
1 Install Wizard.NET
Stop Wizard.NET
Replace the complete keys directory with the backed-up keys directory.
Copy the backed-up database file into the backups directory.
Start Wizard.NET
Login as admin
Use the Backup & Restore page to select and recover the main database file.

~N o Ul A WN

Potential loss of admin access

The process of restoring an old database involves completely replacing the
database, including the user information. It follows that if the user executing this
operation is not a user in the historic database, they will become logged out.

Should anyone restore to a database for which they have forgotten the admin
user passwords, it may be very difficult for them to gain access to the system
again.

It is possible to recover from this by re-installing with an empty database and
then restore to another version. However re-establishing access to a historic
back-up where the corresponding admin user passwords have been lost is
difficult. It is possible, but it requires editing the back-up file - contact Technical
Support for details.
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Appendix 4 - Firmware upgrades

Wizard.NET allows you to remotely upgrade the firmware of any suitable KVM-
over-IP device under its management. To use this feature, you need to obtain
the relevant firmware update files for the device(s).

\
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To upgrade the firmware of a device ( )
1 Obtain the firmware update file(s) for the device(s) to be upgraded (valid 5 Select the required upgrade(s). The page will display information about the
upgrades consist of a .bin binary file accompanied by a .sfd Signed Firmware upgrade and will also list all of the registered devices to which this upgrade §
Definition file). Contact Technical Support for details. is applicable. If an upgrade is not applicable to a device, that device will not 9
Place the file(s) into the Wizard.NET firmware directory (typically C:\program be shown in the list. This may be because the current firmware in the device §
files\Wizard NET\firmware). is incompatible with the upgrade. For example, it is usually unacceptable to
Note: Files may be directly in this directory, or any sub-directory of it which load an older version of firmware into a device. Y

has ‘firmware’ in its name. The directories may be nested to any depth
provided all the directories have ‘firmware’ in their names. Other directories
are ignored.

Once all of the firmware files are stored, restart the Wizard.NET server (the
definition files are only read at start-up).

On the Wizard.NET Manager menu bar, place your mouse pointer over

. . ou to instigate further upgrades without the risk of a page refresh resettin
Tools and then choose Firmware Upgrades from the drop down list: }[/he page 9 P9 bag 9 —
Hosts Users Tools Help Connectar Logaff Any iSSUes W|th Upgrades are reported as a|ertS. Once an Upgrade iS g
completed, the progress entry is removed from the second table and an alert |9
Firmware Upgrades 7| - TS
(success) is reported (see alerts page). = 5
Available Upgrades Note: There is no way to cancel an upgrade once it is started. =
Wizard IP 3.6 . =
Wizard IF 3804 SenSwitch CX with IP
Wizard IP Plus 2.0 Description: Latest
ML) \ Date: 11:33:38, 08/0210 §
Wyizard IP DXS 2.70 ‘Wde-z.s.hin | O
T
Ez
Select the appropriate upgrade file here %
Upgradable Devices O

Displayed 1 device.

Device Mame 4 | Firmwsare Yersio Dezcription | IP address | Location

kMM device 1 248 Kuhd-over-IP Device  192.168.0.9

Upgrades In Progress  Eefresh Uporade Progress

6 Choose the device(s) that you wish to upgrade using the selection boxes at

the right-hand end of the table and click the Go button. The ‘Select All’ box
will select all the displayed devices. Wizard.NET will proceed to upgrade the
devices as a background task, allowing normal operation to take place.

Upgrade progress will be displayed in the second table. To refresh the page,
click the refresh link at the top of this table. Such manual refreshes allow

Choose the device(s) of the selected type that you wish to upgrade

Click the Go button to commence the upgrade process

The page will list all the available upgrades (listed by device type and version
number) that are applicable to the devices registered within the database

Click this link to refresh the page in order to view progress
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Appendix 5 - Configuring firewalls

If a Windows Firewall is enabled (with a default configuration) on the
system running Wizard.NET, you will need to carry out the following
procedure to open special ports and scopes within the firewall to allow
all Wizard.NET traffic to pass.
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For each port that you add to the firewall, you will need to determine

the scope that will be applied to it. Windows offers three choices: Any .
computer (i.e. no restriction - the default setting), My network (local §
subnet) or Custom list. The latter is the most secure method as it restricts et
passage of traffic to a defined set of IP addresses that encompass the ;
systems of your users and the devices used.

CAUTION: Great care should be taken when adding ports to a —

firewall as each one could potentially open a point of attack from
exterior sources. For this reason, it is advisable to use the custom
list scope in order to limit access to particular IP addresses.

GETTING
STARTED

To open ports within a Windows firewall Five ports that need to be added
1 Go to Start Menu > Control Panel or Start Menu > Settings > Name  Port Number Protocol  For Reason
control Pane HTTP 80 * TCP U v ted web
2 Start Windows Firewall. Depending on the version, it may be . >er nenCypted Web access
necessary to click on Change Settings. HTTPS 443 TCP Users Encrypted web access fé
3 Select the Exceptions tab. In this tab, you need to add a total of five NTP 123 UDP Devices Device clock synchronization 29
new ports, each using the following procedure: syslog 514 UDP Devices Device status (if in-use) information HZ
4 Click the Add port... button. KVMVIP 1132 TCP Devices Devices connecting to Wizard.NET =
5 Fill in Name and Port number (as listed in the table opposite).
6 Select either TCP or UDP (as listed in the table opposite). * If Wizard.NET has been installed using non-standard ports, then the ports actually in use,
7 Click on Change scope rather than 80 and 443 need to be opened. &
°
8 In Change Scope panel, select the appropriate scope, either: Any EE
computer (i.e. no restriction), My network (local subnet) or Custom H%
list. o

If you select Custom list, use the address field to enter a list of IP
addresses, subnets or both, separated by commas in order to define
the allowable range of systems and devices.

9 Click the OK button (in the Change Scope panel).
10 Click the OK button (in the Add Port panel).
11 Repeat steps 4 to 10 for each port listed in the table opposite.

12 When all ports are complete, click the OK button in the Windows
Firewall Settings panel to exit.
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Appendix 6 - Console server connections
Certain devices (such as specialist servers, ethernet switches, etc.), use secure

\
\Z

4

RS-232 serial links for the purposes of configuration and reporting. KVM-over- -
IP switches such as the ServSwitch CX Quad IP can support up to sixteen serial
connections using Serial SAM modules.

)
In order to maintain security, Wizard.NET uses the SSH (Secure SHell) protocol
whenever it makes connections to devices via serial links. When configuring i
ServSwitch CX Quad IP units for use with serial console links (and control by §
Wizard.NET) ensure that the SSH protocol is enabled and Telnet is disabled g
for each serial port used. You can find details on how to do this within the ;
ServSwitch CX Quad IP user guide. Locate the section entitled Console server
configuration and follow it through to the Console server port configuration L

page (where each port can be individually configured).

e on
EEX Z &
: =2
Logged on users: admin T ;
Use Console Server
Telnet Basze Port (O=dizabled) 2400
55H Base Port (O=di=zabled) 2600 o
=
m QO
Port Defaults: Baud Farity FlowCtrl DataStop Telnet SSH m<zt
ﬁl 9600 ﬂ ﬁ| None ﬂ ﬁ| Hone ﬁ ﬁﬁ/ lﬂ [ [w] Logged on users: admin H;
Port Console Name Baud Parity FlouCtrl DatarStop Telnet SSH
Set All Ports to Port Defaults | 0 Options Port ﬁ 9600 ﬂ ﬂ NHone ﬂ ﬁ None ﬂ ﬁﬁ/lﬂ O O
1 Computer 01 ﬂ 1200 ﬂ ﬂ None ﬁ ﬂ None ﬂ ﬂﬁ/lﬂ u [v]
Edit Port Configuration ﬁ Z Computer 02 ﬂ 9600 > ﬂ None ﬁ ﬁ None ﬂ ﬂﬁ/lﬂ [v] [ o
]
| 3 Computer 03 <[ 9600 3| <[Even >| <[ sw 3| <Pr2>] [ [ 8
RO
ServSwitch CX Quad IP Console Server Configuration page ServSwitch CX Quad IP Console Server Port Configuration page B %
o}
@

To solve connection problems
In certain cases, you may find that connections to Serial SAMs fail due to them

Ensure that the SSH protocol is

slightly exceeding the default timeout period of 15 seconds. If you experience enabled and Telnet is disabled
. . . for each serial port that is used in
such failures, extend the timeout period as follows: conjunction with Wizard.NET.

1 On the Wizard.NET Manager menu bar, place your mouse pointer over
Tools and then choose Configure Wizard.NET from the drop down list.

2 Change the S3 Timeout option to 20000 (20 seconds).
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BlackBox subsidiary contact details

Country
United States

Austria

Belgium

Denmark

Finland

France

Germany

Italy

Netherlands

Norway

Spain

Sweden

Switzerland

UK

Ireland

Web Site/Email

www.blackbox.com

www.black-box.at
support@black-box.at

www.blackbox.be

support.nederlands@blackbox.be

support.french@blackbox.be
support.english@blackbox.be

www.blackbox.dk
support@blackbox.dk

www.blackbox.fi
tuki@blackbox.fi

www.blackbox.fr
tech@blackbox.fr

www.black-box.de
techsupp@black-box.de

www.blackbox.it
supporto.tecnico@blackbox.it

www.blackbox.nl
techsupport@blackbox.nl

www.blackboxnorge.no
support@blackboxnorge.no

www.blackbox.es
tecnico@blackbox.es

www.blackboxab.se
support@blackboxab.se

www.black-box.ch
support@black-box.ch

www.blackbox.co.uk
techhelp@blackbox.co.uk

www.blackbox.co.uk
techhelp@blackbox.co.uk

Phone

724-746-5500

+43 1 256 98 56

+32 27258550

+45 56 63 30 10

+35 201 888 800

+33 145606 717

+49 811 5541 110

+39 02 27 404 700

+31 302417799

+47 55300 710

+34 9162590732

+46 8 44 55 890

+41 554517071

+44 118 965 6000

+353 1 662 2466

Fax

724-746-0746

+43 1 256 98 56

+32 27259212

+45 56 65 08 05

+35 201 888 808

+33 145606 747

+49 811 5541 499

+39 02 27 400 219

+31 30 241 4746

+47 55 300 701

+34 916239784

+46 08 38 04 30

+41 554517075

+44 118 965 6001

+353 1 662 2477
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CUSTOMER
SUPPORT
INFORMATION

Order toll-free in the U.S.: Call 877-877-BBOX (outside U.S. call 724-746-5500)

FREE technical support 24 hours a day, 7 days a week: Call 724-746-5500 or fax 724-746-0746
Mailing address: Black Box Corporation, 1000 Park Drive, Lawrence, PA 15055-1018 CONTENTS

Web site: www.blackbox.com ¢ E-mail: info@blackbox.com




